«OCTOPOIKHO, MOLLIEHHUKH

B ycnoBusix pasBUTHs UH(PPOBOHA IKOHOMUKH, SJIEKTPOHHBIX IIATEKHBIX CHCTEM
IepPCOHANBHBIX JIeKTPOHHBIX ycTpoicrs u  MurepHeTa CT‘PEMI/ITCHBHO BO3POCIIO
KOJIMYECTBO COBEPIICHHBIX C UX MCITOJIB30BAHUEM IIPECTYIIIICHUH.

CoBepIIEHHIO JaHHOH KaTeropuM MpecTyIuieHuH CITOCOOCTBYIOT JOBEPYHBOCTD
rpakaaH, HEIOCTATOYHAs MX OCBEJOMIEHHOCTh U IIPEeHeOpeKUTENbHOE OTHOLICHHE
K DJIEMEHTAPHBIM IIpaBuiaM 0e30IacHOCTH.

JAna  npenynpexieHdss NPOTHBOIPABHBIX AEUCTBUM 110 JUCTAHLIAOHHOMY
XHIIEHUIO IEHEXHBIX CPEACTB BAXXHO 3aTIOMHUTD ClIeIyIOLIee.

Cotpyanuxu 6aHKa 110 TenedoHy WU B 3JIEKTPOHHOM ITUCEME He 3alpallliBaioT;

® [epcOoHAlIbHBIE CBeNeHMs (Cepusi M HOMEep Iacropra, aupec perucTpariyy,

uMs ¥ haMUITEs BIaJeNblia KapThl);
pekBU3UTEL, cpok AehcTBu, [TMH- u CVV-konb1 6aHKOBCKHUX KapT;

e mapond wid koasl U3 CMC-cooOmeHn#t s moATBEpkAeHUS (HHAHCOBBIX

ollepalyi WM UX OTMEHBIL;

® JIOIMH M I1apOJb /U1 BXOJa B TUYHBIN KaOWHET KIIUeHTa OaHKa.

CotpynHuky GaHKa Takke He Mpeiararor:

® YCTAHOBUTH IIPOTPaMMBl YIAJIEHHOIO Jocryna (MM HHBIE CTOPOHHHE
IIPUIOXKEHUS) Ha MOOMIIBHOE YCTPONCTBO U pPa3pellidTh MOAKIIOYEHHEe K HUM
I10J1 IIPEJIOTOM TEXHUYECKON NONAEPKKH (HalIpuUMep, yalleHue BUPYCOB);

e 1epeiiTu 1o cebinke u3 CMC-coolieHus;

® BKIIOYHTH Ilepeajpecalvio Ha TelepoHe KIMEeHTa JUIsi COBEPLUCHHS
B JalibHEMIIIeM 3BOHKA OT ero UMeHU B OaHK;

® II0J] UX PYKOBOJCTBOM II€PEBECTH IUIsI COXPAHHOCTH JeHEeXHbIe CpeacTBa
Ha «3alUInEHHBIe» WM «0e301acHble) cUéTa;

® 3aiiTu B oHyaiiH-kabuHeT 110 cebuike u3 CMC-cooOIieHus WK 3IeKTPOHHOTO
IACHMa.

bank MOXeT MHMIIMHMPOBAThH OOIIEHHE C KJIMEHTOM TONBKO HJISi KOHCYNbTAl[UH
[0 IpefocTaBlsieMbIM ycayram. IIpw 3TOM 3BOHKM COBEPIIAKOTCA C HOMEPOB,
yKa3aHHBIX Ha OOOPOTHOHM CTOpOHE KapThl, Ha OQUIIMABHBIX calTax U OaHKOBCKUX
JnokymeHTax. MHbIe HOMepa He UMEIOT HUKAKOTrO OTHOILCHUS K OaHKY.

YroObl He cTaTh IKEPTBOM JIMCTAHIIMOHHOI'O MOIICHHHYECTBA  CIIEHyeT
UCNOIB30BaTh TOJBKO OQULMATbHBIE KAHATBI CBSI3H:

e (dopMbl 0OpaTHOM CBsI3K HA caiiTe OaHKa U B MOOHIILHOM ITPHIIOKEHUH;

e Tesne)OHBI TOPSIUUX JTUHUIH;

® TpYIMIIBEI WK 4aT-00TH B MECCEHIKepax (ecliM TaKOBBIE HMEIOTCS).

Ba)XHO TOMHMTB, YTO MOOWIBHBIC TNPUIIOKEHUs OAHKOB CleAyeT CKaduBaTh
gepe3 opuiansubie Marazuusl (App Store, Google Play u T.11.).

HeobGxonuMo yd4HUTBIBATB, YTO JepiKareidb KapThl 00S3aH CaMOCTOSITENILHO
obecrieduTh KOHQUICHLIMAIBHOCTD €€ PEKBU3UTOB U B 3TOM CBA3M U30eraTh:

® [IOJKJIIOYEHHS K 001Ien0cTynHbIM ceTsM Wi-Fi;

e ycnone3oBanus [IMH- wmnm CVV-xkogoB mpu 3akaze TOBapoB M yCIyD

qepes ceTh «HTepHeT, a TaKke 110 Tesedony (paxcy);
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e COOBIIEHMS HA3BAHHBIX KOIOB TPETHHM JHLAM (B IPOTUBHOM Cilydae JioGkie
onepanyy, COBEpIIeHHbIe ¢ UX MCIONb30BAHAEM, CIMTAIOTCH BBIONHCHHBIMH
caMuM JiepIKaTeNeM KapThl U He MOTYT OBITh OIPOTECTOBAHBI).

[Ipu wmcronb30BaHuM OGaHKOMATOB OTJ@BaiTe MPEANOYTEHHE TEM, KOTOPLIC
YCTAHOBJIEHB! B 3AIIMITIEHHBIX MECTaX (HaIpHMep, B FOCYMPERK/ICHISX, oprcax 6aHKOB,
KpPYIHBIX TOProBbIX LEeHTpax). [lepes ero MCronb30BaHUEM, OCMOTPUTE U ybeaurecs,
qToO:

e BCe Ollepalyy, COBepIIaeMble IIPeAbIIYIIUM KIIMEHTOM, 3aBEPILIEHEI,

® Ha KJIaBUAType U B MeCTe IS [IpreMa KapT HeT JOMOIHUTENBHBIX YCTPOHCTR;

® OTCYTCTBYIOT HEUCIIPABHOCTH U UHbIE MOBPEXKICHHSL.

Cosepiiass onepainuy, He MIPUCTYIIHBAWTECh K COBETAM HE3HAKOMBIX JIHOJEH
U HE IPUHUMAaNTe UX ITOMOIIIb.

ITpu  wucnone3oBaHuK  COTOBBIX  TeneoHOB (cMaprdoHOB)  cobiromaiTe
CJISYIOUINE PaBUIIa:

® IIpM YCTAHOBKE MOOUIBHBIX IPUIOKEHMH oOpaliaiiTe BHUMaHue Ha
HIOJHOMOYHMS, KOTOpble OHM 3alpalllBatOT. byjbre 0COOEHHO OCTOPOKHBIL,
€CIIM TPUIIOKEHME IPOCHUT IIpaBa Ha 4YTEHHE aJPEeCHOM KHUTH, OTIPABKY
CMC-coob1meHn# 1 UHBIX YBEIOMIIEHUH, focTyn kK ceTh «MurepHery;

® OTKIIOYHUTE B HACTPOMKAX BO3MOXHOCTb HCIIOJNB30BaHHSA TOJIOCOBOIO
yIpaBlIeHUs NIPH 3a0JI0KUPOBAHHOM 3KPaHe;

e He nepexomuTe Io cceikaM u3 CMC-yBenomieHu#, pa3jiMYHBIX YaTOB
U MECCEHIDKEPOB, He yOeqMBIIMCh B WX [IOCTOBEPHOCTH (Ilepe3BaHUBaANTE
JIOMAM MX IPUCIIABIIIHEM ),

® He [epedyuC/sIiiTe JeHeXHBIe CpeACTBA 3HAKOMEIM, pOJICTBEHHHUKAMH
U ONM3KMM JMUaM Ha HuX HpockOBI O TIEpeBOJE JIEHEKHBIX CPEACTB
3  CMC-yBenomieHuil,  pa3id4HBIX  YaTOB M MECCEH/DKEPOB,
He yOeIMBIIMCH B WX JIOCTOBEPHOCTH  (Mepe3BaHUBalTEe  JIIOIAM
UX IIPUCIIABIINM);

IIpy ¥cnonb30BaHUM MHTEPHET-CEPBUCOB, B TO YUCHE VIS MOKYIKU M MPOJANKH

TOBAPOB U OKazaHus yciayr (AButo, Ona u 1.11.) 3aIIOMHHUTE PAA IPOCTHIX MPABHUIT:

® JCIIOJIB3YHTE CPeACTBa OOLICHMUS, IPeIOCTaBIeHHBIe JAHHEIMH caliTaMu;

® HE NEepexo/iUuTh Ha «MHIUBUAyalIbHOE» OOIIeHHE C ITOCTOPOHHUMH JIMIIAMHU
C UCIIOJIb30BAHUEM JIMYHBIX HOMEPOB TeNnehOoHOB;

® He repe/aBaiiTe CBOM I€PCOHAbHBIC IaHHBIE, B TOM YHCIIA aJIpec MPOKUBAHUS,
KOHTaKTHBIE Tele(OHBl, OAHKOBCKHE PEKBHU3WUTHI M KOJIBI ITIOJTBEPIKIACHUS
OaHKOBCKMX OIepaluii;

® JCIONB3YWTE TONBKO MMOPAMOK M (OPMBI OIUIATBI, TOJIYYEHHS TOBAPOB,
Ipe/lyCMOTPEHHbIC JaHHBIMU UHTEPHET-CepBUCAMHU.

Ilpu omnare ToBapa u ycuyr B cetu «MHTepHeT» (OCODEHHO NpHU INPUBS3KE

K peryjsipHBIM IlJIaTe)XaM WM akkayHTaMm) TpeOyeTcss BCerga YYUTHIBATE BBICOKYIO
BEPOATHOCTh IIepexojla Ha IONAENbHBIA CalT, CO3AaHHBIH JUISI KOMIIPOMETalluH
KJIMEHTCKUX JJAaHHBIX, BKIIIOYAs MIATEKHBIE KAPTOUHBIE JTAHHBIE.

Jns  MUHMMM3alMM  BO3MOJKHBIX XHUINEHHM TIIpH IPOBEJEHUH Olepalui

C UCIIONb30BaHUEM ceTh «IHTepHEeT» peKOMEeH Iy eTCs:
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o 0(GOPMHTH BUPTYaJbHYIO KapTy C yCTAHOBJIEHHEM pasMepa MHIMBUILYaTbHOTO
NUMHMTA, OrPAHMYMBAIOLIEr0 ONEepalyu, B TOM HHUCIE C MCTOIb30BaHHEM
Apyrux 6aHKOBCKUX KapT;

e BHMMATENbHO YuTaTh TekcThl CMC-cooOLieHuii M HMHBIX YBEIOMIIEHHH
C KOJJaMH TIOATBEPKAEHHH, TIPOBEPATH PEKBU3UTHI oneparuit. Eciu peKBU3UTEI
HE COBIAJAl0T, TO TAKOH 11apoJib BBOAUTHL HEJIB3S.

Korma 06aHk cyMTaeT CcoOBeplIaeMble OT MMEHHM KIHWEHTa OIepaluu
IOZ03PUTENEHBIMU, OH MOXET 10 CBOEH MHUIIMATHBRE BPEMEHHO 3a0JI0KUPOBATE JOCTYII
Kk cepBucam CMC-6anka u onnaiin-kabunera. Eciu onepauuu cosepiiessl aepxareneM
KapThel, Ul OBICTPOro BO30OHOBJICHHMS JOCTYNA K JIEHEKHLIM CPEACTBAM JOCTATOUHO
NO3BOHMTE B KOHTAKTHBIH LIeHTp BaHKa.

B cnydae yrepu mnm cMeHsl HoMepa TejieoHa, NPUBA3aHHOTO K OGaHKOBCKOH
KapTe, HeoOXOTUMO:

® cBA3aThCA ¢ OaHKOM [Uis oTKIroueHus yenyra CMC-yBenomiieHus;

* 3a0JIOKUPOBATH CUM-KapTy, OOpPaTHBIIKCH K COTOBOMY OIEpaTopy.

llpy BO3HMKHOBEHMH MaleHIIMX [OJO3PEHUN HAacyeT NpPeANPHHUMAEMBIX
TIONBITOK ~ COBEPIIEHHsS MOIUEHHUYECKUX JCHCTBHHA CJIEIyeT He3aMeUINTENBHO
YBELOMIISITH 00 5TOM OaHK.

Cobimofienre NpUBEEHHBIX MEP W PEKOMEHIAlMil IO3BOIMT MPEIOTBPATUTE
Clly4Yad AUCTaHIIMOHHOIO XUIIIEHUS JICHEIKHBIX CPEJICTB.

IIpoxypatypa 3uanuypuHcKoro paiiona
Pecrydnuku bamkoprocran



